Data Protection and Security of Returns

1. Your responsibilities under the Data Protection Act 1998 (DPA)
HMRC have an ongoing review into the security of our data transfers out.  We currently secure outgoing data to businesses in ways described below and, in the light of the Information Commissioner’s recent advice, we encourage everyone to be this careful when transferring information to us. We do not set any particular security standards for data coming to us from businesses but are happy to work with anyone who needs to send us data to help secure it.  Under the DPA, you are responsible for the security of personal data until we have received it. 
2. What encryption do HMRC use?
We encrypt data to 256-bit standard with a 20 character complex password onto computer media (normally CD/DVD).  A secure courier transports the media in secure and tamper evident packaging.  A named individual signs for it when received.  We send the password separately.

3. What is the latest published security advice for my return?
We update our guidance on a periodic basis and the security advice for this return is also applicable to a number of other schemes.

The most recent advice available can be viewed in our latest return’s bulletin using the link below

http://www.hmrc.gov.uk/esd-guidance/s17-s18-si-reporting.htm#12
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