Appendix 4 – Table of compliance risk areas and appropriate tests


	Compliance risk area
	Test 
	Regulation.
	MLR 8 ref.

	The Transfer of Funds Regulations

	Obtaining and verifying Complete Information on the Payer (CIP)

	Select a suitable number of transactions and examine records. Ensure CIP is recorded for all transactions and that acceptable evidence was obtained and verified for transactions of 1000 euros.
	Articles 4, 5
	20.5.3

	Sending CIP to the Payment Service Provider for the payee (transfers outside the EC)
	Examine money transfers to destinations outside of the EC to confirm CIP payer information was sent to the PSPs for the payees.
	Articles 6, 7
	20.5.3

	Payer account number or unique identifier to accompany transfers within the EC
	Examine money transfers within the EU to confirm that the account numbers of the payers or unique identifiers for the transactions accompanied the transfers.
	Article 4
	20.5.4

	Linked/ split transactions  


	Examine transaction records to look for multiple transactions under 1000 euros in a short space of time, by the same payer. Ensure ID has been verified and recorded. 
	Article 5
	20.5.3

	Missing or incomplete payer information with monies received on behalf of payees.  
	Consider whether the transfer of funds, or any related transaction is suspicious, and if so, submit a MLR145 to MLRIU via the SO.
	Article 9
	20.5.3

	MLR 2007

	Customer due diligence for occasional transactions for transactions of 15000 euros.
	For selected transactions check that sufficient evidence of identity is taken, verified and recorded. 

Ensure beneficial owners are identified as appropriate.
	Regulation

5,7

Regulation 5,6


	7, 

App 5

7.8, App 5

	Customer due diligence and ongoing monitoring of regular business customers (business relationships), including independently registered MSB customers/ agents 

	Examine CDD records held for business customers. 

Ensure the beneficial owners of the businesses have been identified. 

Ensure details of the purpose and intended nature of the business relationships have been obtained.

Consider what risk-assessment and monitoring activity has taken place. 

Examine transactions carried out by selected regular business customers and determine if any additional customer verification or source of funds checks should have been made in view of the risks presented by the customer’s activities. The higher the risk, the more that should be known about the customer, their business and the source of the money.

Check the details of selected companies to ensure customer details, including owners, directors, company name and trading activities are kept up to date. 
	Regulation 5,6,7,8
	7,8,9 and App 5

	Enhanced due diligence for:

Non face to face customers

Politically Exposed Persons

Other higher-risk situations


	Check a selection of records to ensure that suitable additional checks are carried out to verify that non face-to-face customers are who they say they are.

If the business has any customers who meet the criteria of a PEP, examine records to confirm additional enquiries are made to establish the source of the funds and that transactions are regularly scrutinised.

Examine transaction records and consider if appropriate additional ID verification checks and source of funds checks are made in respect of transactions deemed to be higher-risk.
	Regulation 14
	7.12

	Monitoring transactions
	Select any complex or unusually large transactions or unusual patterns of transactions and examine the transaction records or customer files to see what ID verification and other enquiries have been made. 
	Regulation 20
	3

	Suspicious Activity reporting
	Examine any internal reports and files sent to the Nominated Officer.

Check SARs were sent where grounds for suspicion were evident. 

Ensure all relevant information concerning the customer were examined and included in the SAR.

Any information found during a visit that gives grounds for suspicion of money laundering or terrorist financing must be reported promptly to MLRIU, by completing form MLR145.
	Regulation 20
	10

	Record-keeping
	Check records of customer due diligence and ongoing monitoring checks plus supporting transactions records are held for 5 years from the date of the transaction or the end of the business relationship. 


	Regulation 19
	12

	Training
	Check training manuals and log to ensure the training adequately covers the MLR, POCA, TA and how to recognise and deal with higher-risk and suspicious activity.
	Regulation 21
	11

	HMT sanctions list (Money Transmission Businesses and Bureaux De Change)

	This is a Treasury regime but policies and procedures should be examined to ensure offences under the legislation have not occurred.
	Establish the business’s policies and procedures for checking the sanctions list. Examine any records of checks made and ensure that appropriate action was taken where the customer was on the list.

Check the sanctions list for selected transactions. 

If you find that transactions have been carried out in breach of financial restrictions you should report the matter to MLRIU via the SO, by completing form MLR145.  
	
	7.14


